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General Announcements
• Welcome

• Webinar Reminders
• Attendees will be muted to reduce background noise.
• Submit any questions you have via the Q&A box.
• The presentation is expected to last 40 minutes.

Legal Disclaimer: Any actions taken in reliance on or pursuant to this document are subject to Railinc's Terms of Use, as set forth in 
https://public.railinc.com/terms-use, and all AAR rules.
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Webinar Objectives
After this webinar, attendees will be able to:

• Manage users and approve/reject Umler Permission Requests.
• Navigate the Security Management Module.
• Grant Equipment Rights, Inspection Rights and Pool Rights.
• Add / Accept View Confidential Data Rights. 
• Review Enhanced Process for Transferring Ownership. 
• Manage Umler Ticklers / View Usage Statistics.
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The Benefits of Umler
• The Umler system is a powerful and dynamic tool for tracking the physical 
characteristics, transportation management and pool assignments of 
virtually every piece of rail equipment in North America. Umler is the base 
file for industry reference files and industry equipment accounting files.

• The Umler system gives equipment owners four major benefits:
• Access: The Umler system provides real-time updates via the Web or enhanced 

"TRAIN II" computer-to-computer electronic messaging. 
• Security: Equipment-level security gives users greater control over access to 

equipment and the display of confidential information.
• Data Quality: High data standards are built into the system through extensive, 

interactive data validation and pro-active conflict resolution.
• Real-Time Updating: All transactions are processed immediately upon request. 

Changes made in the Umler system are communicated instantly to the industry, 
reducing delays and related costs.
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Umler Security
• Umler has two layers of security:

• Single Sign-On (SSO) Umler 
Permissions.

• Umler Security Management Module.

• SSO permissions will control which 
menu options the user can access.

• Equipment-level security allows 
owners/agents greater control over 
access to equipment.

• Users assigned Umler Company 
Admin Access will inherit authority to 
accept/reject permission requests 
submitted by users and grant user’s 
access rights under a specific 
company.
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SSO Umler User Permission Roles
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Most Users Need…

Umler Company 
Admin Users

• Umler Company 
Admin Access

• Umler Access for 
Maintenance

• Umler Access for 
Query

• Umler Advanced 
Query Access

• Umler Bulk Upload

Umler Query-Only 
Users

• Umler Access for 
Query

• Umler Advanced 
Query Access

Umler Maintenance 
Users

• Umler Access for 
Maintenance

• Umler Access for 
Query

• Umler Advanced 
Query Access

• Umler Bulk Upload
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Some Users Need…

Component Maintenance Users

• Component Maintenance Access
• Umler Access for Maintenance
• Umler Access for Query

Users May Select Every Available 
Permission

• Component Maintenance Access
• Umler Access for Maintenance
• Umler Access for Query
• Umler Advanced Query Access
• Umler Bulk Upload
• Umler Refresh Request Access (for 

TRAIN II only)
• Umler Manage Future Trans (not 

used often)
• Umler CSEG Access (not used 

often)

Reject any permission request not 
applicable for user.



New Umler Company Admin Access Users
• Railinc initially qualifies and grants the Umler Company Admin Access only if no previous user(s) 

has registered with Umler under the company.
• Once Umler Company Admin Access has been assigned, the Company Admin is delegated to 

manage all activities on behalf of the company.
• Umler Company Admins can delegate an alternate Company Admin as needed. 
• Umler Company Admins must assign themselves any additional Umler permissions and User Access 

Rights needed to perform update transactions.
• Umler Company Admins will be responsible to accept/reject permission requests for users under your 

company.
• Unanswered permission requests will be rejected by Railinc after 30 days.

• Upon approving Umler Access for Maintenance permissions, Umler Company Admins must login 
Umler, go to  Account Administration and under Security Management Administer Access Rights 
Internal to My Company and grant Equipment and Inspection rights.

• If an agent is interested in becoming the Umler Company Admin, in addition to the LOA, Railinc will 
require a letter, on the Grantor’s company letterhead, authorizing the user to have this unique role.
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Launch Pad
• Umler Company 

Admins can receive 
email notifications 
when a new Umler 
permission 
request(s) is 
received.

• To sign up, go to 
Edit My Profile. 
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Launch Pad – Edit My Profile
• Sign up to receive email 

notifications. 
• Select button - To 

receive permission 
request emails from 
registered users for 
companies that I 
administer.

• Select ‘Save Profile.’
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Sign Up for Email Notifications – 
Manage Permissions Requests
• Email notifications will be sent for 
all Company Marks when users 
have Company Admin Access 
for any Railinc applications.
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Launch Pad
• Umler Company 

Admins can access 
the Tools section of 
the Launch Pad to:

• Query all users 
that have access 
for their company

• Find company 
Admins for other 
applications

• Review the SSO & 
Launch Pad 
Administrator 
Guide
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Launch Pad - 
Manage Permission 
Requests
• From Launch Pad, select 

‘Manage Permission 
Requests.’

• All pending permission 
requests will appear, and 
if managing multiple 
Company Marks and/or 
other applications, 
narrow your search by 
entering Umler and/or 
Company Mark or user 
name/ID in the filter.
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Launch Pad – Approve/Reject Umler 
Permission Requests
• Use checkbox to select User. 
• Then select ‘Approve’ or 

‘Reject’ Request(s).
• Comments are required if 

permission request is pended 
or rejected.

• For approvals, Umler 
Company Admins have the 
option to add End Date for 
permission(s) as appropriate.

• The Effective Date begins 
the day the permission 
request is approved.
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Managing Multiple Company Marks
• Umler Company Admins may be 

responsible for managing 
multiple Company Marks.

• After approving Umler Access 
for Maintenance, Login to 
Umler to grant the User’s 
Access Rights.

• Select the appropriate Company 
Mark.

• In this example, AARX is the 
Company Mark to sign in under 
to grant user access rights.
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Umler Homepage
• To grant users access rights, 

go to the Account 
Administration menu on the 
homepage.

• Select ‘Security 
Management’ to grant 
access rights:

• Equipment Rights
• Inspection Rights
• Pool Rights – for railroads 

only
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Security Management
• Go to Administer Access 

Rights Internal to My 
Company. 

• Select Manage Intra-Company 
User Access Rights to locate 
authorized users under AARX.

• Each maintenance user must 
be granted access rights to 
perform update transactions in 
Umler.

© 2024 Railinc. All Rights Reserved. 18



Administer Access Rights – Internal to My 
Company
• Select the User ID you wish 

to grant access rights.
• This page identifies the list 

of  Umler Maintenance 
users for that specific 
Company Mark.
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Update A User’s Access Rights
• When this page is blank, the user 

has no access rights to perform 
update transactions.

• Umler Maintenance users must be 
granted:
• Equipment Access Rights
• Inspection Access Rights
• Pool Access Rights – for 

railroads only 
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Add Equipment Access Rights
• Enter the required fields.

• Step 1 - Type brief Description
• Step 2 - Select Effective Date 

as the current date
• Step 3 - Specify Expiration Date 

or leave default as 12/31/9999
• Step 4 - The Range of 

Equipment is defaulted to All 
Equipment under the listed 
SCAC(s). 

• Step 5 - Select the specific 
Type of Access the user 
needs.
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Equipment Type of Access
• Select Type of Access user 

needs to perform update 
transactions.

• Add Equipment
• Modify Equipment
• Delete Equipment

• For railroads only:
• Non-Owner Self-as-

Lessee Removal
• Equipment – Add to Pool 
• Equipment – Remove 

from Pool
• Select ‘Save.’
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Confirmed – User’s 
Access Rights
• Umler Maintenance 

users also need access 
to report inspections.

• Select ‘Add Inspection 
Right’.
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Add Inspection 
Access Rights
• Enter the required fields.

• Step 1- Type brief 
Description

• Step 2 - Select Effective 
Date as the current date

• Step 3 - Specify the 
Expiration Date or leave 
default as 12/31/9999

• Step 4 – Use default for All 
Marks and All Inspections 
or specify.

• Step 5 – Use default for All 
Equipment or specify. 

• Select ‘Save’.
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Confirmed – User’s 
Access Rights
• In this example, the 

AARX Maintenance user 
now has the appropriate 
access rights to perform 
update transactions.
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Adding Rights for 
Pool User
(Railroads Only)
• Umler Company Admins can 

also grant Pool Access Rights 
to maintenance users and 
specify Types of Access

• Add Pool Header 
• Update Pool Header 
• Delete Pool Header 
• Pool Assignment / Un-

assignment 
• Select ‘Add Pool Right.’
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Adding Rights 
for Pool User
(Railroads Only)

• Enter the required fields.
• Step 1 - Type brief 

Description’
• Step 2 - Select Effective 

Date as the current date
• Step 3 - Specify 

Expiration Date or leave 
default as 12/31/9999

• Step 4 - Range of Pools 
is defaulted to All Pools 
or enter Pool IDs. 

• Step 5 – Select the Type 
of Access the user 
needs.

• Select ‘Save.’
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Clone Rights from 
Another User
• When adding user’s access 

rights, Umler Company 
Admins may choose to select 
‘Clone Rights from another 
User.’

• This feature is limited to 
cloning of all access rights 
associated with a user and 
SSO permissions will not be 
included as part of the cloning.

• Select User ID and then select 
‘Clone Rights.’
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Confirm Clone Access Rights from Another 
User
• Select ‘Confirm Clone Rights.’
• The Access Rights are cloned to 

the desired user. 
• Select ‘Done’ to exit the screen.
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Delete A User’s Access Rights
• To delete an existing access 

right, select ‘Delete.’
• Select each Access Right and 

then select ‘Delete.’
• To confirm, select ‘Delete.’
• Select ‘Done’ to exit the 

screen.
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Launch Pad – Add Umler Permissions
to User ID
• Umler Company Admins can 

select Manage User 
Permissions to search user 
name/ID and grant additional 
Umler permissions.

• Select the permission(s) you 
wish to add and select Mark(s), 
then select ‘Submit.’

• Use ‘Apply to All’ to auto 
populate the selected Mark(s) 
for multiple permissions.
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Launch Pad – Remove Umler Permissions
for User ID
• To remove existing permissions, 

select ‘Manage User 
Permissions’ and search user 
name/ID.

• Select each permission you wish 
to delete and then select  
‘Remove selected permissions.’

• The page refreshes and displays 
the user’s current permissions.
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Account Administration – Configure Ticklers
• Umler Ticklers are electronic 

event notifications meant to alert 
users of any updates they must 
attend to.

• Umler Company Admins can 
select ‘Enabled’ to specify which 
types of event notifications 
should be sent by Umler and to 
whom by entering their email 
address(es).

• Periodic review of the email 
subscribers will ensure the list is 
up-to-date. 
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Account Administration – Configure Ticklers
• Top Umler Tickler Subscriptions
• CFLT – Conflict status notification
• 430 – Another company restencils an 

equipment owned by your company
• 440 – Prior Equipment made inactive
• 450 – Equipment restencil completes
• 200 – Another company grants inter-

company access rights
• 210 – Another company revokes
• 220 – Another company accepts
• 230 – Another company declines
• 240 – Another company relinquishes 
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Account Administration – Usage Statistics
• Umler Company Admins 

can monitor requests such 
as Web services and CSV 
Downloads.
• Users with Advanced 

Query Access are 
permitted to download 
data via CSV.

• Make the required 
selections and select 
‘Submit.’
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Account Administration – Usage Statistics
• Umler Company Admins can 

view Usage Statistics under 
their Company Mark for all 
users within any 90-day 
period or view an individual 
user’s statistics for a given 
month. 

• Only full-month results are 
provided.
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Questions?
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Account Administration – Transferring 
Ownership
• When equipment transfers ownership, Umler 

Company Admins will need to Administer 
Access Rights Involving Other Companies 
and select ‘Manage Inter-Company Access 
Rights / Profiles Granted by My Company.’

• Umler Company Admins can grant View 
Confidential Data Right to new owner for 
visibility to:

• Built Date

• Rebuilt Date
• Purchase Price

• Additions and Betterment
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Inter-Company Access Rights – Add A 
Company
• Select ‘Add a 
Company’ and scroll to 
locate the Company 
Mark you wish to grant 
Access Rights. 
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Example – Add View 
Confidential Data 
Right to Company
• In this example, the 

selling entity, AARX, has 
granted Rights previously 
before and selects ‘RAIL’ 
and then selects ‘Grant 
Access Rights.’

• Next, select ‘Add View 
Confidential Data Right.’
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Add View Confidential Data Right
• Next, enter the required fields:

• Add brief description for the 
user’s access

• Add Effective Date
• Modify Expiration Date or 

leave default date as 
12/31/9999
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Add View Confidential Data Right
• Umler Company Admins can 

restrict access to any one of the 
following under Range of 
Equipment:

• Deselect All Equipment to restrict 
access as appropriate

• Equipment Initial(s)
• Equipment Group(s)
• Equipment IDs or Equipment 

series
• In the Range of Equipment only 

one option should be selected 
• Press ‘Count Equipment’ to 

determine the number of 
equipment units included in the 
rights assigned.

• Select ‘Save.’
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Example – Confirmed Confidential Data
Rights Pending
• Umler Company Admin 

has granted the required 
access for the Buying 
entity to view Confidential 
Data on equipment 
transferring ownership.

• Select ‘Done’ to exit from 
the screen.
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Buying Entity Accepts – View Confidential
Data Right
• The Umler Company Admin will 

receive Tickler 200 if requested to 
alert them access was granted.

• Go to Security Management and 
under Administer Access Rights 
Involving Other Companies.

• Select ‘Manage Inter-Company 
Access Rights Granted to My 
Company.’

• Locate the Pending ‘View 
Confidential Data Right.’

• Select the access Right & click 
‘View.’
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Enhanced Process for Transferring Ownership
• The Enhanced Process for 

Transferring Ownership replaces 
the original AAR Form 88-C.

• A summary of the View Confidential 
Data Rights is displayed.

• Owners will have visibility (via CSV 
download) prior to accepting 
confidential data rights.

• The Umler Company Admin first 
selects ‘Download CSV’ to view the 
Confidential details of the 
equipment.
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Buying Entity Assigns Confidential
Data Rights to User
• Next, select ‘Assign to 

User.’
• A list of maintenance 

User IDs is displayed. 
• Select the ‘User ID’ that 

is accepting the 
Confidential Data Rights 
and click ‘Select.’
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Confirmed – Buying 
Entity Accepts View 
Confidential Data
• The buying entity can 

now view the  
Confidential Data for the 
specific equipment IDs 
and can perform the 
restencil to transfer 
ownership in Umler.

• Select ‘Done’ to exit from 
the screen.
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Search User Access Rights
• To identify all users with 
Access Rights under your 
Company Mark, go to 
Security Management 
and Select ‘Search 
Users Access Rights’ 
link.
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Search User Access Rights
• Umler Company Admins can 

select any search parameter if 
looking for specific information 
or press ‘Search’ to locate all 
users with access rights.

• User the filter to narrow your 
search results.
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Umler Company Admins – Reminders 
• Manage incoming Umler permission requests from Launch Pad.
• Accept/Reject Umler permissions for your Company Mark from Launch Pad.
• Reject any permission request not applicable for user.
• For approved permissions granted to Umler Maintenance users, login Umler and go to 

Account Administration on menu bar, and under Security Management, grant Equipment 
Access Rights and Inspection Access Rights.

• When transferring equipment ownership, grant View Confidential Data Rights to buying 
entity/Company Mark.

• To ensure visibility of equipment Built Date, Rebuilt Date and Purchase Price.
• Manage and assign Ticklers to email address for Umler events and View Usage 

Statistics to manage queries. 
• Routinely check for users that may have retired, terminated or no longer working for your 

company and ensure their Umler access rights are deleted and permissions removed. 
• Third-Party Agents will be required to have a valid Letter of Authorization (LOA) to view 

and/or maintain Umler records for specified companies. 
• LOA policy requires annual re-validation.
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Umler Access for Maintenance
Add Equipment Allows a user to add a new equipment unit to Umler.

Clone Equipment Allows a user to add single and multiple equipment units by cloning from 
an existing unit.

Add-Back 
Equipment

Allows a user to add an equipment unit back into active status from 
online Umler archives.

Modify Single 
Equipment

Allows a user to change elements for a single equipment unit.

Modify Multiple 
Equipment

Allows a user to change selected elements for several equipment units in 
one editing session.

Single Restencil Allows a user to modify a record to reflect restenciling of the piece of 
equipment. Restenciling refers to the act of changing the equipment 
mark and number that is stenciled on the side of an equipment unit.

Multiple Restencil Allows a user to restencil multiple cars sequentially or following a 
pattern.

Change 
Equipment Group

Allows a user to change an Umler Equipment Group for a single 
equipment unit.

Update Equipment 
Maintenance Party

Allows the user to update the Equipment Maintenance Party.

Delete Equipment Allows a user to deactivate an Umler record, sending the record to 
archive.
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Upload/Download

• Umler Bulk Upload Access
• Allows users to upload 

CSV formatted records:
• Equipment Adds
• Equipment Changes
• Equipment Deletes
• Report Inspections  

• A confirmation email is sent 
to the user when the 
records complete 
processing through rule 
validations.
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Upload/Download
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Umler Access for Query
Display Unit Allows the user to view the entire Umler record for a 

specified equipment ID.
Equipment 

Query
Allows the user to query for equipment unit information. 
Provides access to saved queries.

Car 
Management 

Query

Allows the user to search for specific pools and 
equipment in order to view pool header and assignment 
data and perform edits.

Transaction 
Log

The transaction log provides a history of all activity 
(related to equipment and pool data) successfully 
applied to the system. This page provides a search 
engine that allows the user to query transaction records 
by various criteria such as transaction type and 
equipment group.  The user can view the details of 
found transaction records.

Inspection 
History

Allows a user to request inspection history of equipment 
or by inspection types.

Historical 
Lineage 
Query

Allows a user to request and view a lineage query for a 
single piece of equipment.

Equipment 
Unit 

Comparison

Allows a user to view the differences between any two 
pieces of equipment in the same equipment category.
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Umler Advanced Query Access
• Umler Advanced 

Query Access allows 
users the ability to 
download data from 
Umler.

• Umler Company 
Admins can check real-
time usage statistics 
under Account 
Administration or 
Configure Ticklers to 
receive alerts.
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Umler Advanced Query Access
• Umler Advanced 

Query Access allows 
users the ability to 
download data from 
Umler.

• Change output drop-
down menu from 
Browser to CSV.
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Component Maintenance Access
• Component Maintenance 

Access allows users access 
to the Component Registry 
menu:

• Registration
• Associate Component
• Query

• Users must also have Umler 
Access for Maintenance and 
Access Rights to associate 
components to equipment.
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Conflict Management
• On the Umler homepage, the conflict 

management links appear on the top 
right side of page:

• Equipment units in conflict
• Download Equipment in Conflict 
• Equipment with component ID 

conflicts
• Monthly emails will be sent to the Umler 

contact in FindUs.Rail.
• Conflicts not addressed may result in 

cars being restricted at interchange.
• Select ‘Download Equipment in Conflict’

• All the errors for each equipment unit 
in conflict can be downloaded.

• Select ‘Open’ and/or ‘Save File.’
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Conflict Management – Equipment with 
Component ID Conflicts

• Component ID conflicts will not restrict 
cars at interchange.

• Click ‘Equipment with Component ID 
Conflicts’ link to view all cars
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Conflict Management

© 2024 Railinc. All Rights Reserved. 61



Umler User Guide and Data
Specification Manual
• Use links to access Umler User Guide and Umler DSM
• Umler Training Resources and Tools are available 
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Additional Umler Services
• Umler Web Services*
• Component Tracking Web Services*
• Umler Special Reports* 
* Additional fees apply, refer to Railinc Price List
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Umler Fleet Services and Products for Most 
Car Owners
• Car Repair Billing System (CRBXEX00) – Billed once a year Subscription Only. Based on all equipment EXCEPT 

locomotives, trailers, chassis, containers, and end-of-train devices registered in Umler under Stenciled Mark Owner.

• Damaged Defective Car Tracking (DDCT00) – Billed once a year Based on all equipment EXCEPT locomotives, trailers, 
chassis, containers, and end-of-train devices registered in Umler under Stenciled Mark Owner.

• Equipment Health Management System Registration (EHMSFEE) – Billed once a year Based on all equipment 
EXCEPT trailers, chassis, containers, and end-of-devices registered in Umler under Stenciled Mark Owner.

• Early Warning (UMEWARN01) – Billed once a year  Based on all equipment EXCEPT locomotives, trailers, chassis, 
containers, and end-of-train devices registered in Umler under Stenciled Mark Owner.

• Umler Semi- Annual Registration (UMMBLRP10 & UMMBLRP30) – Billed twice a year. (Current registration of 1-81 cars 
= $100 = UMMBLRP10. Current registration of 82 or more cars = $1.16 each = UMMBLRP30.)

• Car Service/Car Hire (CARSERHIR) - Billed twice a year. Car Hire for railroad marked cars is governed by the AAR 
Circular OT-10 Code of Car Hire Rules and Interpretations Freight.

• Tank Car Services* (TANKTCID, TANKCREG) - Billed twice a year. Based on tank cars registered in Umler under 
Stenciled Mark Owner. TCID- Tank Car Integrated Database. CREG- Tank Car Component Registry- Pressure Relief 
Valves.

*Refer to Railinc Price List for applicable fees
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Umler Equipment Registration
Billing Reminders
• Umler Semi- Annual 

Registration Billing – Refer 
to Railinc Price List 

• Equipment Registration 
by Stenciled Mark Owner

• Umler / AAR Tech User 
Semi-Annual Billing – Refer 
to Office Manual of AAR 
Interchange Rules, Appendix 
E for further details.

• Equipment Registration 
by Umler Owner

• Equipment registered in Umler is subject to a 
per-car registration fee.

• Umler Semi-Annual Registration fees are 
billed in February and August.

• Railinc administers the Umler / AAR Technical 
User Fees and Intermodal User Fees on 
behalf of the AAR, based on certain equipment 
registered in Umler.

• Umler/AAR Tech User fees are billed in 
January and July.

• Delete equipment (inactive) if no longer 
needed in Umler before Jan. 1 and/or July 1 
of each year.

• It is the responsibility of each owner or 
agent to maintain the accuracy of their 
fleets.
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Questions?
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Railinc Customer Success 
Center  

csc@railinc.com
877-724-5462
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Railinc Keeps You Moving.
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Terry Caulfield
Phone: 1-877-RAILINC
Email: csc@railinc.com

http://www.linkedin.com/company/railinc
https://twitter.com/railinc
http://www.youtube.com/user/Railinc1
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