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Overview
This document explains the steps that a new EMIS Administrators needs to follow in 
order to set up new users for the system under their administration. These start-up 
processes are presented here in the order in which they are typically completed. These 
processes assume that Railinc has already been contacted and has set up the needed 
Administrative account. Each individual Administrator is responsible for establishing and 
maintaining user’s for their company/railroad. 
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Creating a User Account 
A company’s Administrator has the ability to create new user profiles or a user can 
create their own account.  An Administrator may also create additional administrator 
accounts. 

 To CREATE a New User - 

1) Access the Single Sign-On User Services screen by clicking on the User Services link on 
the navigation menu. The Single Sign-On Services screen is displayed. 
 

 

 
 

2) Click on the Create New User hyperlink.  The Registration Form is displayed. 
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3) Complete the available profile input fields. The red labels indicate required fields. 
 
NOTE:  At the top of the screen are various requirements for the proper formatting of User 
ID and Password. 
 
NOTE:  The CHECK button (pictured below) can be used to ensure that the user ID that 
your have entered isn’t already being used by someone else. 
 

 
 

4) At the bottom of the form is the Primary Employer input field. 
 

 

 
 
Use the search input field and the SEARCH button to find your company, place a check 
next to your company and click the SELECT COMPANY button. If your company is not 
included in the list, click on the Is your company not listed? link. This allows you to input 
your company information. 
 

5) Click on the User Background tab to provide optional user profile information.  Included 
here is an option to be notified of new website features and news.  
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6) Once all input fields have been completed, click the CONTINUE button. A message appears 

letting you know that the user registration has been accepted.  
 

 

 
7) Click CONTINUE.  The user is created. 
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Manage User Permissions 
An administrator will create a user’s permissions.  A user’s permissions determine what 
functions can be performed in the application.  

 To MANAGE User Permissions 

1) Enter the URL for Single Sign-On into your browser.  The welcome screen is 
displayed. Login to the application. The My Profile Management screen is displayed 
with additional links to perform administrative functions. 
 

2) Click on the Manage User Permissions link. The Choose a User screen is 
displayed. 
 

 

 
 

3) Enter the name of the user whose permissions you wish to manage. Click the 
CONTINUE button. The Manage User Permissions screen is displayed showing all 
applications and the entered user’s current permissions. 
 

 

 
4) Existing permissions can be removed by selecting the Remove check box to the 

right of the listed permission and clicking the REMOVE SELECTED 
PERMISSIONS button. The selected permission is removed. 
 

5) Permissions can be added by clicking the ADD button to the right of the application 
to which permissions need to be added. The Add Permission screen for the 
selected application is displayed. It lists all the possible roles which could be 
assigned in the application. 
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 The listed available permissions depend on which application is selected. Additional 
input fields allow you to specify the Effective and Expiration Dates for the 
selected permission. 
 

6) Select the role which you want to assign and enter a Company ID in the available 
input field. If desired, enter comments regarding the assigned rights. Click the 
SUBMIT button. The Manage User Permissions screen is redisplayed showing the 
newly assigned permission. Or click the DONE button to cancel the addition of the 
permission. 
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Manage Intra-Company User Access 
An administrator can update a user’s access rights.  The administrator may grant new 
access rights, modify existing access rights, delete existing access rights, or copy 
access rights from another user. 

 

NOTE: You must be logged into the EMIS application in order to perform these 
procedures. 

 

WARNING: Before assigning access rights, check to see what rights that user already 
has to make sure you don’t duplicate or contradict rights already granted. 

 

 To ACCESS a User’s Intra-Company Access Rights -  

1) Log into EMIS. Click on the Account Administration tab on the Navigation Menu and then 
click the Security Management option. The Security Management menu is displayed. 
 

2) Click on the Manage Intra-Company User Access Rights hyperlink. The Intra Company 
Users List screen is displayed. It displays the user ID(s) and name(s) for each user 
administered by the administrator (or other administrators of the same equipment owner). 
 

 

3) Select a listed user ID that you want to update and click the SELECT button.  The Update a 
User’s Access Rights screen is redisplayed listing a summary of the user’s existing access 
rights and several option buttons.  
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NOTE: If rights have already been accepted then no further action is required. Click DONE 
to exit the Update a User’s Access Rights screen. 
 

4) From this screen the following actions are possible: 
 Add Pool Right 
 Add Equipment Right 
 Add Inspection Right 
 Edit (an existing access right) 
 Delete (an existing access right) 
 Clone Rights from another User 

(See the following procedures for steps to complete these actions). 
5) Here are a few additional items to keep in mind: 

 
 You can click on any of the column headings to sort the list of access rights by that 

attribute. Click once for ascending alphabetical order or twice for descending. 
 

 For any expired access rights, the system displays the Expiration Date in red. 
 

6) Click the DONE button to exit the Update a User’s Access Rights screen. 
 

 

 To ADD Intra-Company Pool Rights -  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Click on the ADD POOL RIGHT button. The Pool Access Right screen is displayed. 
 

9 



EMIS ADMINISTRATOR’S QUICK START GUIDE 

 

 
 

3) Provide the following information to specify the user’s pool access rights:  
 

 SCREEN FIELD DESCRIPTION 
 * Description  Enter a description of the access rights.  

 Timeframe of 
Authority 

Specify the Effective Date and the Expiration Date for the granted 
pool right.  The Effective date will default to today’s date, and must 
be greater than or equal to today’s date.  The Expiration Date must 
be greater than or equal to the Effective Date. 
 

 Range of Pool Select either the All Pools radio button or the Pool ID(s) radio 
button.  For Pool ID(s) you can enter either specific Pool ID(s) or a 
range. 

 Type of Access Select one or more of the available access types to assign: 

 Add a Pool Header 
 Update a Pool Header 
 Delete a Pool Header 
 Pool Assignment / Unassignment 
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4) A. Click the SAVE button to complete the assignment of pool access rights.  The Update a 
User’s Access Rights screen is redisplayed with the new access rights included in an 
accepted status. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To ADD Intra-Company Equipment Rights –  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Click on the ADD EQUIPMENT RIGHT button. The Equipment Access Right screen is 
displayed. 
 

 

 
3) Provide the following information to specify the user’s equipment access rights: 
 

 SCREEN FIELD DESCRIPTION 
 Description of 

Access Right 
Enter a description of the access rights. 
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 SCREEN FIELD DESCRIPTION 
 Timeframe of 

Authority 
Specify the Effective Date and the Expiration Date for the granted 
equipment right.  The Effective date will default to today’s date, and 
must be greater than or equal to today’s date.  The Expiration Date 
must be greater than or equal to the Effective Date. 

 Range of 
Equipment 

Select one of the radio buttons to specify the range of equipment: 

 All Equipment 

 SCAC(s) – Select one or more listed railroad marks. 

 Initial(s) – Select one or more listed equipment initials. 

 Equipment Group(s) – Select one or more listed equipment 
types. 

 Equipment – Enter specific equipment Marks and 
number(s). 

 Type of Access Select one or more of the available access types to assign: 

 Update Equipment Management Codes 
 Remove Lessee 
 Pool Assignment / Unassignment 
 Update Equipment Maintenance Party 

 
4) A. Click the SAVE button to complete the assignment of equipment access rights.  The 

Update a User’s Access Rights screen is redisplayed with the new access rights included in 
an accepted status. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To ADD Intra-Company Inspection Rights –  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Click on the ADD INSPECTION RIGHT button. The Inspection Access Right screen is 
displayed. 
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3) Provide the following information to specify the user’s inspection access rights: 
 

 SCREEN FIELD DESCRIPTION 
 Description of 

Access Right 
Enter a description of the access rights. 

 Timeframe of 
Authority 

Specify the Effective Date and the Expiration Date for the granted 
inspection right.  The Effective date will default to today’s date, and 
must be greater than or equal to today’s date.  The Expiration Date 
must be greater than or equal to the Effective Date. 

 Authorize reporting 
as the following 
marks 

Use the All Marks check box to select all marks or uncheck this box 
and select individual listings under the Mark(s) heading.  

 Authorize reporting 
for the following 
inspections 

Use the All Inspections check box to select all inspection types or 
uncheck this box and select individual listings under the Inspection 
Type(s) heading. 
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 SCREEN FIELD DESCRIPTION 
 Range of 

Equipment 
Select one of the radio buttons to specify the range of equipment: 

 All Equipment 

 SCAC(s) – Select one or more listed railroad marks. 

 Initial(s) – Select one or more listed equipment initials. 

 Equipment Group(s) – Select one or more listed equipment 
types. 

 Equipment – Enter specific equipment Marks and 
number(s). 

 
4) A. Click the SAVE button to complete the assignment of inspection access rights.  The 

Update a User’s Access Rights screen is redisplayed with the new access rights included in 
an accepted status. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To EDIT Intra-Company Access Rights –  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Select the radio button for the existing access right that you want to edit. 
 

3) Click the EDIT button. Depending on which access right is selected, the Pool Access Rights, 
Equipment Access Rights, or Inspection Access Rights screen is displayed. 
 

4) Modify the user’s access rights in the same manner as adding new access rights. 
 

5) A. Click the SAVE button to complete the editing of access rights.  The Update a User’s 
Access Rights screen is redisplayed with the edited access rights included.  
 
OR 
 
B. Click the CANCEL button to cancel the edits.   

 

 To DELETE Intra-Company Access Rights –  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Select the radio button for the existing access right that you want to delete. 
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3) Click the DELETE button. The Confirm – Delete an Access Right screen is displayed 
 

 

 
4) A. Click the DELETE button to proceed with the deletion of the access right. The Update a 

User’s Access Rights screen is redisplayed with the access right removed. 
 
OR 
 
B. Click the CANCEL button to cancel the deletion. 
 
IMPORTANT NOTE:  Deleted access rights cannot be restored 

 

 To CLONE Intra-Company Access Rights –  

1) Access the desired user’s intra-company access rights. The Update a User’s Access Rights 
screen is displayed. 
 

2) Select the CLONE RIGHTS FROM ANOTHER USER button.  The Select Access Right 
Source screen is displayed. 
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3) Select the radio button for the user whose access rights you want to clone. 
 

4) Click the CLONE RIGHTS button. A confirmation screen is displayed asking you to confirm 
your intention to clone the selected access rights. 
 

 
 

5) A. Click the CONFIRM CLONE RIGHTS button to complete the clone process.  The system 
copies the access rights of the source user and adds them to the target user’s list of access 
rights.  The Update a User’s Access Rights screen is redisplayed including the newly-
added/cloned access rights.  The effective date will be defaulted to today’s date. 
 
OR 
 
B. Click the CANCEL button to cancel the clone process.   
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Manage Inter-Company Access Rights Granted by My Company 
An administrator grants access rights for equipment, lessee removal, inspection rights 
and pools controlled by your company (grantor) to another company (grantee). 

The grantor’s administrator (you) select a grantee (by company) from the list of EMIS-
participating companies.  You then update the grantee’s access rights to your equipment 
or pools.  The grantor’s administrator (you) may grant new access rights to the grantee 
or revoke any of the grantee’s existing access rights. 

There is a “handshake” required for Inter-Company access rights.  A grantee must 
accept a grant before it becomes effective. 

 

NOTE: You must be logged into the EMIS application in order to perform these 
procedures. 

 

 To ACCESS Inter-Company Access Rights (granted by my company) -  

1) Log into EMIS. Click on the Account Administration tab on the Navigation Menu and then 
click the Security Management option. The Security Management menu is displayed. 
 

2) Select the Manage Inter-Company Access Rights Granted by My Company hyperlink.  The 
Inter-Company Access Rights Granted by My Company screen is displayed.  
 

 

 
 

 

 
NOTE: If the company that you want to grant Inter-Company Access Right to is not listed, 
you can select the Add a Company radio button and use the drop-down box to add a listed 
company.  
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3) Select a listed company that you want to grant access rights to and click the SELECT 
button. The Update Access Rights screen is displayed.  
 

 

 
 

4) From this screen the following actions are possible: 
 Add Pool Right 
 Add Equipment Right 
 Add Inspection Right 
 View (Access Right) 
 Revoke (Access Right) 

 
NOTE: Click on any of the column headings to sort the list of access rights by that attribute. 
For any expired access rights, the system displays the Expiration Date in red. 
 

5) Click DONE to exit the Update Access Rights screen. 
 

 

 To ADD Inter-Company Pool Rights -  

1) Access the desired user’s inter-company access rights. The Update Access Rights screen is 
displayed. 
 

2) Click on the ADD POOL RIGHT button. The Pool Access Right screen is displayed. 
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3) Provide the following information to specify the user’s pool access rights:  
 

 SCREEN FIELD DESCRIPTION 
 Description of 

Access Right 
Enter a description of the access rights. 

 Timeframe of 
Authority 

Specify the Effective Date and the Expiration Date for the granted 
pool right.  The Effective date will default to today’s date, and must 
be greater than or equal to today’s date.  The Expiration Date must 
be greater than or equal to the Effective Date. 

 Range of Pool Select either the All Pools radio button or the Pool ID(s) radio 
button.  For Pool IDs enter individual IDs or specify a range of pool 
IDs. 

 Type of Access Select one or more of the available access types to assign: 

 Add a Pool Header 
 Update a Pool Header 
 Delete a Pool Header 
 Pool Assignment / Unassignment 
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4) A. Click the SAVE button to complete the assignment of pool access rights.  The Update 
Access Rights screen is redisplayed with the new access rights included. The system sends 
an informational tickler notice to the grantee.  The notice informs the grantee of the newly-
granted inter-company access right. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To ADD Inter-Company Equipment Rights -  

1) Access the desired user’s inter-company access rights. The Update Access Rights screen is 
displayed. 
 

2) Click on the ADD EQUIPMENT RIGHT button. The Equipment Access Right screen is 
displayed. 
 

 

 
3) Provide the following information to specify the user’s equipment access rights: 
 

 SCREEN FIELD DESCRIPTION 
 Description of 

Access Right 
Enter a description of the access rights. 
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 SCREEN FIELD DESCRIPTION 
 Timeframe of 

Authority 
Specify the Effective Date and the Expiration Date for the granted 
equipment right.  The Effective date will default to today’s date, and 
must be greater than or equal to today’s date.  The Expiration Date 
must be greater than or equal to the Effective Date. 

 Range of 
Equipment 

Select one of the radio buttons to specify the range of equipment: 

 All Equipment 

 SCAC(s) – Select one or more listed railroad marks. 

 Initial(s) – Select one or more listed equipment initials. 

 Equipment Group(s) – Select one or more listed equipment 
types. 

 Equipment – Enter specific equipment Marks and 
number(s). 

 Type of Access Select one or more of the available access types to assign: 

 Update Equipment Management Codes 
 Remove Lessee 
 Pool Assignment / Unassignment 
 Update Equipment Maintenance Party 

 
4) A. Click the SAVE button to complete the assignment of equipment access rights.  The 

Update a User’s Access Rights screen is redisplayed with the new access rights listed. The 
system sends an informational tickler notice to the grantee.  The notice informs the grantee of 
the newly-granted inter-company access right. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To ADD Inter-Company Inspection Rights -  

1) Access the desired user’s inter-company access rights. The Update Access Rights screen is 
displayed. 
 

2) Click on the ADD INSPECTION RIGHT button. The Inspection Access Right screen is 
displayed. 
 

21 



EMIS ADMINISTRATOR’S QUICK START GUIDE 

 

 
 

3) Provide the following information to specify the user’s inspection access rights: 
 

 SCREEN FIELD DESCRIPTION 
 Description of 

Access Right 
Enter a description of the access rights. 

 Timeframe of 
Authority 

Specify the Effective Date and the Expiration Date for the granted 
inspection right.  The Effective date will default to today’s date, and 
must be greater than or equal to today’s date.  The Expiration Date 
must be greater than or equal to the Effective Date. 

 Authorize reporting 
as the following 
marks 

Use the All Marks check box to select all marks or uncheck this box 
and select individual listings under the Mark(s) heading. 

 Authorize reporting 
for the following 
inspections 

Use the All Inspections check box to select all inspection types or 
uncheck this box and select individual listings under the Inspection 
Type(s) heading. 
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 SCREEN FIELD DESCRIPTION 
 Range of 

Equipment 
Select one of the radio buttons to specify the range of equipment: 

 All Equipment 

 SCAC(s) – Select one or more listed railroad marks. 

 Initial(s) – Select one or more listed equipment initials. 

 Equipment Group(s) – Select one or more listed equipment 
types. 

 Equipment – Enter specific equipment Marks and 
number(s). 

 
4) A. Click the SAVE button to complete the assignment of inspection access rights.  The 

Update a User’s Access Rights screen is redisplayed with the new access rights listed. The 
system sends an informational tickler notice to the grantee.  The notice informs the grantee of 
the newly-granted inter-company access right. 
 
OR 
 
B. Click the CANCEL button to cancel the assignment.   

 

 

 To VIEW Inter-Company Access Rights –  

1) Access the desired user’s inter-company access rights. The Update Access Rights screen is 
displayed. 
 

2) Select the radio button for the existing access right that you want to view. 
 

3) Click the VIEW button. Depending on which access right is selected, Pool, Equipment or 
Inspection Access Right screen is displayed. 
 

4) Click the DONE button when finished viewing the selected access right. 
 

 To REVOKE Inter-Company Access Rights –  

1) Access the desired user’s inter-company access rights. The Update Access Rights screen is 
displayed. 
 

2) Select the radio button for the existing access right that you want to revoke. 
 

3) Click the REVOKE button. The Confirm – Revoke an Access Right screen is displayed. 
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4) A.  To complete the revoke process, click the REVOKE button. The Update Access Right 
screen is redisplayed with the status of the selected access right changed to “Revoked.” The 
system sends an informational tickler notice to the grantee.  The notice informs the grantee of 
the revoked inter-company access right. If the grantee’s administrator previously granted the 
(now-deleted) access right to users within the grantee’s company, then the system likewise 
removes the corresponding access rights of the grantee’s users. 
 
OR 
 
B. To cancel the revoke process, click the CANCEL button.   
 
NOTE:  Revoked rights are still displayed on the list of granted rights, but they are labeled as 
“revoked”. 
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Manage Inter-Company Access Rights Granted to My Company 
A company administrator views the inter-company access rights granted to his company 
by other Railinc Umler participating companies. For access rights that have a status of 
“accepted” there are functions available to assign or relinquish these rights. 

 

NOTE: You must be logged into the EMIS application in order to perform this procedure. 

 

 To VIEW Inter-Company Access Rights (granted to my company) -  

1) Click on the Account Administration tab on the Navigation Menu and then click the Security 
Management option. The Security Management menu is displayed. 
 

2) Click on the Manage Inter-Company Access Rights Granted to My Company hyperlink. The 
Inter-Company Access Rights Granted to My Company screen is displayed. 
 

 

 
 
NOTE: Click on any of the column headings to sort the list of access rights by that attribute. 
For any expired access rights, the system displays the Expiration Date in red. 
 

3) Select the access right that you want to view and click the VIEW button.  The access rights 
screen of the selected access rights type (pool, equipment, or inspection) is displayed. 
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4) Click CANCEL to return to the Inter-Company Access Rights Granted to My Company 
screen.  
 
NOTE:  

 If the Access Right selected has a “pending” status, the options available are to 
ACCEPT or DECLINE the granted access right.  

 If the Access Right selected has an “accepted” status, the options available are to 
ASSIGN TO USER, ASSIGN TO PROFILE, or RELINQUISH the access right. 

 

Accepting/Declining Access Rights Granted to My Company 
The system notifies you of an inter-company access right granted by another company 
by sending you an Email tickler.  You must accept the inter-company access right to 
make it active.  You may also decline a granted access right. 

 
NOTE: You must be logged into the EMIS application in order to perform this procedure. 

 

 To ACCEPT / DECLINE Inter-Company Access Rights (granted to my company) -  

1) Click on the Account Administration tab on the Navigation Menu and then click the Security 
Management option. The Security Management menu is displayed. 
 

2) Click on the Manage Inter-Company Access Rights Granted to My Company hyperlink. The 
Inter-Company Access Rights Granted to My Company screen is displayed. 
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NOTE: Click on any of the column headings to sort the list of access rights by that attribute. 
For any expired access rights, the system displays the Expiration Date in red. 
 

3) Select the access right with a pending status that you want to accept or decline and click 
the VIEW button.  The access rights screen of the selected access rights type (pool, 
equipment, or inspection) is displayed. 
 

 

 
4) A. Review the granted access right and click the ACCEPT button to accept the right.  The 

system updates the access right status to "accepted." The system sends an informational 
tickler notice to the grantor, indicating that the grantee has accepted the inter-company 
access. The Equipment Access Right screen is displayed with an indication that the access 
right has been accepted.  From here you can either RELINQUISH or ASSIGN the accepted 
access right to an intra-company user.  
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 B. Click the DECLINE button to decline the new inter-company access right.  The system 
does not activate the grantee’s (your) new inter-company access right.  The system updates 
the access right status to “declined.”  The system sends an informational tickler notice to the 
grantor, indicating that the grantee (you) have declined the new inter-company access right. 

 

Assign Inter-Company Access Rights Granted to My Company 
Once a granted access right has been accepted the next step is to assign the granted 
access right to a user. 

 

NOTE: You must be logged into the EMIS application in order to perform this procedure. 

 

 To ASSIGN Inter-Company Access Rights (granted to my company) -  

1) Follow the steps to accept a granted access right or click on an access right with a status of 
“accepted” and click VIEW.  Depending on the type of access right selected, the pool, 
equipment, or inspection access right screen is displayed. 
 

2) Click the ASSIGN button on the Equipment or Pool Access Rights screen for an accepted 
access right. The Update a User’s Access Rights screen is displayed. 
 

3) Select the user to assign the access right to by clicking in the corresponding radio button 
and clicking the SELECT button.  The Equipment, Pool, or Inspection Access Right screen 
is displayed.  This allows you to modify the granted access right, such as the timeframe of 
authority. 
 

4) Click on the SAVE button to save the assigned access right. 

 
Relinquish Inter-Company Access Rights Granted to My 
Company 
You can surrender access rights granted and accepted by your company. 

 

NOTE: You must be logged into the EMIS application in order to perform this procedure. 

 

 To RELINQUISH Inter-Company Access Rights (granted to my company) -  

1) Access the Inter-Company Access Rights Granted to My Company screen. 
 

2) Select a listed access right with a status of “Accepted.” Click the VIEW button. Depending on 
the type of access right the Equipment, Pool, or Inspection Access Rights screen is 
displayed. 
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3) Click on the RELINQUISH button. The Confirm – Relinquish An Access Right screen is 
displayed. 
 

 

 
4) A. Click the RELINQUISH button to proceed with the relinquishment. The system removes 

the selected access right.  The system updates the access right status to relinquished. The 
system sends an informational tickler notice to the grantor, indicating that you have 
relinquished this access right. The access right is removed if it has been assigned to a user. 
 
OR 
 
B. Click the CANCEL button to cancel the relinquishment. 

 

29 


	 
	 
	 
	 
	 EMIS Administrator’s Quick Start Guide 

