
Welcome

Welcome to Railinc’s Umler
Training Resources

• Training Module Series

• Umler: Getting Started

• Umler: Core Functions 1

• Umler: Core Functions 2

• Umler: Administration Functions

• Training Module Slide Sets

• Web demos on Railinc.com



Umler Account Administration - Agenda

• Introduction & Review

• Railinc SSO IDs

• SSO permissions for a Mark

• Administering Umler Rights

• Best Practices

• Managing Ticklers

• Summary



Introduction & Review

Administration Functions

• Company Administration

• Access and Permissions

• Security



Changes to Umler Security

• No more Passkeys after July 25, 2009

• Umler Security is managed through SSO

• SSO Permissions to access administration for a 
mark

• Users are granted Umler rights to update 
equipment



Company Administrator Role

• CA provides permission for IDs to access Umler 
for your MARK

• CA grants rights to users to update inspections, 
pools, and equipment data for your Mark

• CA accepts and delegates rights granted from 
other companies

• CA manages who receives event notifications -
“ticklers”



Railinc SSO IDs



Create your SSO ID Online



SSO Permissions



Login to SSO to request Permission



Request Access to Umler for your Company



‘Request’ Umler Access



Request Page is displayed



Fill in the Access Request



Request is submitted

• If the requestor is the first Umler SSO request for 
this Mark

• Railinc provides Query, Update/MTC, and 
Company Admin access

• Approval is sent

• If the requestor is not the first Umler SSO request 
for this Mark

• Company admin handles the request



Company Admins approve request



Company Admins also add other user permissions



SSO permissions



SSO Security Permissions

SSO Permissions drive the Menus

• Access for Query

• Advanced Query Access

• Access for Maintenance

• Bulk Upload

• Refresh Request Access

• Manage Future Transactions

• Company Admin

• Company Specific Equipment Groups



Access for Query SSO Permission

Access for Query Gives users the 
Query Menu



Access for Maintenance SSO Permission

Basic Maintenance Menu



Company Admin SSO Permission

Basic Security Add Company Admin to 
unlock ticklers



Company Admin Unlocks all Menus



SSO Security Multiple Marks

SSO permissions for multiple Company IDs can be 
provided



SSO Security Permissions

Multiple permissions drive a choice at Umler Login



Umler Security Rights



Umler Security Rights

Company Admins are the only ones who can 
manage Umler Security rights

Intra-Company Rights – Rights within my 
company or available marks

Inter-Company Rights – Rights I can grant or 
accept between companies















Provide Pool, Equipment, Inspection

Provide View Confidential Right





Confidential Data Right

Allow others to view Confidential data as a course 
of business

Restencil is effective only when View Confidential 
Data Right is in place

• Built Date is the key to restencil

• Cost and other information is transferable

• Multiple Restencil is impossible without



















Umler Equipment rights already in Umler/EMIS 3.1



Umler/EMIS 3.1 users

SSO is set

Company Admins are in place

Normal users have no equipment permissions.



Umler users that have never logged into Umler/EMIS 3.1

New Umler users

• May need SSO ID

• Company Admin

• SSO permissions

• Umler Rights

• Training



Best Practices
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Best Practice - Profiles
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Best Practice - Profiles

Assign user to Profiles

Car Management Profile (Pool Rights)

• Joe

• Steve

Equipment Management Profile (Add/Mod/Del)

• Ann

• Dave

Inspections Profile (Inspection Rights)

• Barbara
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Best Practice – Company Administrator

50

Ann is an Umler file maintainer for multiple marks, but 
also manages the rights for users of those Marks.

Ann will need SSO Company Admin permission for each of the Marks so she 
can login as that company and manage the intra and intercompany rights 
and permissions.  Since she is also a Umler file maintainer, she will need the 
appropriate rights for each of those marks as well.

GVRR
SDNX

ABCD



Best Practice – Modify equipment for another company
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Dave updates equipment for his 
Company (GVRR), but needs to be 
able to update equipment records 
for another Mark (SDNX). 

Dave will login to Umler for his company, but the SDNX company admin will 
need to grant modify equipment rights to Dave’s company.  Dave’s company 
admin will accept the right and delegate it to Dave.  

(Dave does not need any SSO permissions because he does not login as SDNX)

GVRR

SDNX



Ticklers

From: umler.system@railinc.com 
[mailto:umler.system@railinc.com] 
Sent: Today
To: umler@nscorp.com
Subject: Umler Information 120: NS 0000488281 was restenciled

NS  0000488281 was restenciled to AARE 0000123456.

If you have any questions about this email, please contact the 
Railinc
Customer Support Center at 800.544.7245 or e-mail
umler@railinc.com.

Sample 
Message

mailto:umler@railinc.com




Umler Account Administration - Summary

• Introduction & Review

• Railinc SSO IDs

• SSO permissions for a Mark

• Administering Umler Rights

• Best Practices

• Managing Ticklers



Additional Training Resources

• Training Module Series

• Umler: Getting Started

• Umler: Core Functions 1

• Umler: Core Functions 2

• Training Module Slide Sets

• Web demos on Railinc.com


